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this stuDy sought to: 

Understand the state of contemporary application 
infrastructure environments across distributed 
cloud environments.

Analyze the trajectory of infrastructure strategies 
spanning both on- and off-premises locations.

Investigate application strategies and the 
impact on infrastructure decisions.

Explore the movement of applications and 
data across distributed cloud environments.

Research Objectives

Organizations continue to try to strike the balance between cloud-native and legacy infrastructure. Whether organizations take a  
“cloud-first” or a “cloud-when-it-makes-sense” approach to their digital transformation initiatives, the number and variety of infrastructure 
options and locations continue to expand. Specifically, IT operations teams remain challenged by building, maintaining, and operating a 
developer-ready infrastructure without impacting developer velocity, while simultaneously planning the future of monolithic applications 
by attempting to embrace new cloud-native architectures. As companies accelerate or embark on their digital transformation journeys, 
where and how will they build and host their production applications? 

To gain insight into the state of application infrastructure modernization trends, including movement to public cloud services and the 
future of the data center, key reasons companies are using more than one cloud service provider, the rate at which organizations are 
moving to the public cloud, and expectations of and plans for on-premises data centers, ESG surveyed 372 IT professionals at organizations 
in North America  (US and Canada) responsible for evaluating, purchasing, managing, and building application infrastructure. 

Note: Totals in figures and tables throughout this eBook may not add up to 100% due to rounding or organizations choosing more than one answer to select questions.
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Most companies surveyed are well into their digital 
transformation journeys, with 72% indicating they 
are in process and one-quarter identifying these 
initiatives as mature. Nearly three-quarters (74%) 
of respondents cited IT transformation as a major 
digital transformation initiative, with connected 
systems and processes designed for the cloud 
rounding out the top three at 51% and 46% 
respectively. Organizations prioritizing these three 
transformation efforts suggests an initial focus on 
building the right infrastructure prior to setting 
sights on the next set of digital transformations. 

Digital transformation journeys often start with 
infrastructure modernization, so it’s not surprising 
that more than half of the organizations with 
active digital transformation projects in the areas 
of IT transformation, connected systems, and/or 
processes designed for the cloud report making 
significant progress to date.

IT Transformation Is Often 
Tied to Digital Transformation 
and Is Currently Underway at 
Most Organizations

| Maturity level for digital transformation initiatives.

| Active digital transformation project landscape.
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When it comes to the working relationship with application developers, the majority of IT operations teams work either collaboratively (42%) or reactively (11%). Collaboration between 
IT operations and development teams differs depending on the age of the organization. Specifically, IT teams at younger organizations (i.e.,  those that have been in operation for 
10 years or less) are significantly more likely to proactively suggest new services, tools, or technologies to the application developers they support. The data suggests that even as 
collaboration between IT and developers increases, older organizations are struggling to break out of the siloed approach to IT. 

IT and App-Dev Interaction Shifts between Young and Old Organizations

| IT ops typical interaction with app-dev teams.
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Standing still is not an option for organizations. Only 27% of organizations say their strategy for their existing applications includes using their existing on-premises data center. It 
is interesting that 36% expect to move from cloud back to an on-premises data center. This data supports the idea that while the data center will remain integral to IT, application 
placement will not remain stagnant. Also important, migration to COLO facilities is three times more common (36% versus 12%) among younger organizations (10 years of age or less), 
suggesting that younger companies that want increased control may not have the existing data center resources, which leads to a preference for colocation facilities.

 Application modernization practices for net-new applications reveal a similar strategy breakdown to existing applications, with strong interest in microservices and the ability to deploy 
or code as SaaS. 

Transformation Activities Dominate Strategies for Existing Applications, while Modernization Is the Focus for Net-new Applications

| Strategies for supporting existing applications. Strategies for deploying net-new applications.
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In addition, more than 93% of respondents say that cloud-native applications are being integrated in existing application 
environments. As part of these integration efforts, security and compatibility are still a stumbling block for many integrations.  

Often, organizations turn to open source to augment some aspect of their IT environment. This is corroborated by the 87% of 
organizations categorizing open source as somewhat or very strategic for their IT strategy. The most commonly cited reasons 
organizations see open source as strategic include reliability, security, and innovation. 

Security and Out-of-process Purchases Lead Integration with Existing 
Applications Challenges

| Application integration challenges.

Very strategic, 
44%

Somewhat 
strategic, 43%

Not at all strategic, 
5%

We do not use open 
source software, 8%

Don’t 
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other authorized decision makers
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Containers are quickly becoming the newest 
unit of measure for IT, previously held by virtual 
machines. Container adoption is fueling two 
major trends. First, containers are increasing 
the number and variety of sites, including cloud 
and on-premises, that IT must manage. Second, 
companies are leveraging container technology as 
a key component to providing both infrastructure 
and site independence for applications.  

Container-driven Transformation Is 
Fueling Increased Distribution of IT 

| Impact of container technology on overall infrastructure strategy. 
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Containers being the new unit of measure in IT organizations enables further exploration of public cloud IaaS-based container solutions.  Only 11% of organizations that use containers 
in production have 30% or less of their applications on public cloud infrastructure; conversely, four in ten current containers users report that more than half of their applications run on 
public cloud services. 

Not surprisingly, for those yet to adopt containers, the opposite trend occurs. Indeed, the majority (60%) of organizations that do not use containers have 30% or less of their applications 
on the public cloud, with only 7% indicating that more than one in two of their applications are public cloud infrastructure-based. 

Container Adoption Is Facilitating Application Shift to Public Cloud

| Percentage of production applications running on public cloud infrastructure.
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               Only 11% of 
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containers in production 
have 30% or less of their 
applications on public 
cloud infrastructure.”
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The vast majority (86%) of organizations  
are leveraging more than one public cloud 
infrastructure service provider. This makes sense 
considering different regulatory environments, 
geographies, and support for applications. As 
such, it’s not surprising that the three industries 
with the highest concentration of organizations 
with multi-cloud strategies are financial services, 
healthcare, and manufacturing, which all have 
traits that require data locality. Financial services 
firms tend to have regulatory requirements that 
necessitate data locality. Healthcare organizations 
tend to have latency-sensitive applications 
that need to be closer to the user, such as PACS 
imaging systems. Manufacturing companies tend 
to be in countries  with requirements or fears 
about data sovereignty, which is especially tricky 
with intellectual property.

Nearly 9 in 10 Organizations Leverage 
Multiple Public Cloud Providers

| Number of unique public cloud infrastructure service providers. 

| Top five challenges of leveraging multiple CSPs.
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Network interconnect
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Managing protection and copies of data across multiple locations
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Ensuring application performance across multiple clouds

Ensuring the necessary availability, redundancy, etc., for apps/workloads
across multiple clouds

Time and effort associated with moving apps/data between data center(s)
and multiple public cloud services

Ensuring security across multiple cloud environments

Ensuring proper coordination/cooperation between multiple cloud teams
along with traditional IT functional teams

Not surprisingly, the most common challenges IT organizations see with multiple CSPs include organizational coordination, 
security, migration of apps and data, availability, and consistent application performance. These are critical considerations 
and areas to “plan” before you “do.” Trying to adjust any of these factors after the fact is costly in terms of money, time, and 
employee satisfaction.  
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Data centers are not going away. In fact, the majority of organizations expect to be operating at least six data centers five years from now, with organizations with at least 2,500 employees 
anticipating that 89% will have more than 10 data centers in that same time period. The expected increase in data center locations is likely the result of regionalization of applications, 
such as locality requirements, or service applications that cannot be disconnected.  

The data also shows that the percentage of applications on-premises decreases as the number of data centers increases, suggesting that as the number data centers increases, the size of 
those data centers are likely to actually decrease in terms of percentage of overall applications. Specifically, the percentage of organizations with more than half of their applications on-
premises is 50% for organizations with 1 or 2 data centers, but only 42% for those with 3 or more.

Data center definition: physical space that your organization owns, operates, and manages (i.e., not the data center facilities of public cloud service providers, COLOs, etc.). 

Data Centers Poised to Proliferate
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               The majority of 
organizations expect to be 
operating at least six data 
centers five years from now.”“
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Only 12% of organizations expressed a desire to 
get out of the data center business completely, 
reinforcing the view that some applications and 
workloads may never make the jump to the public 
cloud. With that in mind, it’s also worth noting 
that only 9% want to maintain a business-as-usual 
approach to their data center strategy. 

The remaining 79% embrace a modernization 
strategy for their data center, which consists of 
some combination of shifting adoption to public 
cloud resources, increasing interoperability to 
public cloud resources, and investing to achieve a 
cloud-like experience on-premises. 

Data Centers Aren’t Going Away, but 
Organizations Don’t Expect to Stand 
Pat with Existing Strategies

| Expected on-premises data center environment strategy over the next three years.
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46%

49%

50%

Maintain existing data center footprint for foreseeable future

Get out of data center business completely

Invest in technologies that provide a cloud-like experience on-premises

Reduce on-premises infrastructure in favor of public cloud
migration/consumption when feasible

Improve connectivity to/interoperability with public cloud infrastructure

               Only 12% of organizations 
expressed a desire to get out of the data 
center business completely.”“
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When asked to identify the technologies and 
approaches that will help IT decision makers and 
practitioners deliver a “cloud-like experience” for 
their organization’s on-premises data centers, 
responses included a technology outside the 
traditional three-tier design (server, network, and 
storage), opting for hyperscale cloud solutions 
(such as AWS Outposts), software-defined, and 
hyperconverged infrastructure. 

On-premises Hyperscale Solutions 
and SDDC Are Key for Nearly Half of 
Organizations to Create a Cloud-like 
Experience On-premises 

| Keys to creating a “cloud-like experience” for data centers.

31%

32%

36%

40%

41%

43%

45%

47%

48%

Using more remote monitoring/management technology to manage our
data center infrastructure

Deploying converged infrastructure platform

Using more data center infrastructure orchestration/automation tools
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Although IT modernization is in full swing, more than one-third (34%) of organizations expect to focus investments in on-premises infrastructure (server, storage, networking, 
hyperconverged, or converged) in the near term. Combined with the 37% of hybrid cloud infrastructure, 71% of organizations will focus a strong portion of their spending on refreshing 
on-premises data centers in the next 12-18 months. 

However, the future of the data center is as-a-service. Indeed, more than three-quarters (78%) of organizations would rather procure their data center equipment in a manner that allows 
them to not worry about it, offloading some portion of management/risk. 

Hybrid and On-premises Comprise Majority of Expected Investment over the Next 12-18 Months as Data Center 
Consumption Models Evolve

| Biggest application infrastructure investment priority over the next 12-18 months. Preference for on-premises application infrastructure procurement.
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At Hitachi Vantara, we believe that today’s infrastructure must be engineered to support your digital innovation, 
accelerating your cloud, your applications, and your data. Modernized infrastructure provides the agility, 
efficiency, and resilience required for new workloads, applications, and requirements that are part of your future. 

Building on 55+ years of information technology innovation, 25+ years of consulting expertise, 700+ cloud 
migrations, deep vertical experience, and global partnerships, we take a holistic approach to infrastructure, 
data, and application modernization. Our experts will guide you on your modernization journey to make smart 
decisions, drive faster results, and achieve your desired business outcomes.

HITACHI is a trademark or registered trademark of Hitachi, Ltd.

LEARN MORE

https://www.hitachivantara.com/en-us/solutions/modernize-digital-core/infrastructure-modernization.html
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Research Methodology and Demographics

To gather data for this report, ESG conducted a comprehensive online survey of IT professionals from private- and public-sector organizations in North America (United States and 
Canada) between September 20, 2021 and September 25, 2021. To qualify for this survey, respondents were required to be IT professionals personally responsible for evaluating, 
purchasing, managing, and building application infrastructure. All respondents were provided an incentive to complete the survey in the form of cash awards and/or cash equivalents.

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were left 
with a final total sample of 372 IT professionals.

responDents by number of employees responDents by age of organization responDents by inDustry
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