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Zero Trust: What It Means and  
How To Get There Faster
Developed by the technology analyst firm Forrester Research, the Zero Trust concept is 
gaining traction as a security strategy and framework to help IT security leaders develop 
robust protection, detection and response capabilities to defend an organization’s vital 
digital business ecosystem. Unfortunately, traditional network-based security is no longer 
adequate to protect applications and data in today’s dynamic, hybrid data center and 
cloud environments. Security pros must find new ways to effectively manage risks and 
mitigate threats. This paper provides an overview of the Zero Trust security model, the 
core principles of Zero Trust security, and how Guardicore’s solutions align with and 
accelerate the transition to a Zero Trust posture.

Ground Zero: The Origins and Evolution of Zero Trust 

Forrester Research introduced the Zero Trust security concept in 2010 in response to a 
growing realization: the traditional “moat and castle” defensive strategy wasn’t working. 
Building higher and stronger walls was not preventing determined cyber actors from 
breaching perimeter defenses and wreaking havoc inside enterprise networks. Zero 
Trust represented a fundamentally different model, one that assumes no user, device or 
application, whether outside or even inside the network, can be deemed safe, and that 
each must be validated before being allowed access to network assets.

The Zero Trust concept has gained even more currency in the age of virtualization and 
the rapid movement of data centers to public and private clouds or, more commonly, 
to cloud/on-premise hybrid infrastructures. In these dynamic environments, with assets 
migrating back and forth among on-premise and cloud instances, the notion of a static, 
stable perimeter is all but obsolete. Security professionals are turning their attention to 
protecting applications, workloads and data from threats that are already lurking and 
moving laterally within the data center. In Forrester’s words, enterprises need to create 
“microperimeters” around their sensitive data center assets.

“Zero Trust is 
strategically focused 
on addressing lateral 
threat movement 
within the network 
by leveraging micro-
segmentation and 
granular enforcement, 
based on user 
context, data access 
controls, location, 
app and the device 
posture.”
Dr. Chase Cunningham, Principal 
Analyst, Forrester,  
Forrester Security & Risk 2019 
Conference
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Businesses hope to gain agility and scale by moving to virtualized, cloud, and hybrid 
data center configurations. To help achieve that goal, adopting a Zero Trust strategy 
makes sense on several levels. Acknowledging that breaches are bound to occur, Zero 
Trust protects the business from advanced threats and helps minimize their impact. It 
more easily supports new business and operational models that depend on speed and 
flexibility. And it enables compliance with industry regulations that call for the separation 
of critical from non-critical assets and stronger protection of consumer data. Traditional 
security approaches focused on external threats fall short on all these measures.

Core Components of the Zero Trust Model

Zero Trust is not a specific technology, nor is there a Zero Trust “solution.” Rather, it is a 
strategic approach that encompasses various technologies, processes and the people 
who use them – what Forrester calls the Zero Trust eXtended Ecosystem or ZTX1. Each 
component of the ecosystem requires the security team’s attention. Forrester breaks 
them down as follows: 

• Zero Trust Data refers to methodologies for classifying and categorizing data, 
combined with technology solutions for securing and managing data, including 
encryption of data in transit and at rest.

• Zero Trust Networks refers to the ability to segment networks or isolate network assets 
and control communications among them – a critical, defining characteristic of a 
Zero Trust strategy. 

• Zero Trust People encompasses strategies to limit and enforce user access, including 
technologies for authenticating users and continuously monitoring and governing their 
access privileges. 

• Zero Trust Workloads means securing the front-to-back application stacks that run 
critical business processes. 

• Zero Trust Devices addresses the need to isolate, secure and control all network-
connected devices, which have proliferated with the ascent of mobility and the 
Internet of Things, creating an enormous vulnerability for attackers to exploit.

• Visibility and analytics refers to technologies that enable operators to not only see but  
also understand everything going on in their environments, including the presence of  
live threats.

• Automation and orchestration encompasses tools and technologies that enable 
security measures, policies and rules to be put into effect automatically, reducing a 
burden on security teams while accelerating attack mitigation. 

1. “The Zero Trust eXtended 
Ecosystem,” Forrester Research, 
July 11, 2019
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Devices

Figure 1: Components of the Zero Trust eXtended Ecosystem2

The ZTX is a framework, not a formula. It is up to each organization to articulate its 
own ecosystem, determine protection requirements and create security policies 
based on its business processes, transaction flows and how users and applications 
access data.

2.  Source: Forrester, The Zero 
Trust eXtended (ZTX) Ecosystem, 
July 2019
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Guardicore: Delivering Essential Visibility and Segmentation

To implement a Zero Trust model successfully, security professionals need two 
fundamental capabilities. First, they must have total visibility into their network 
environments in order to determine how to classify workloads and data within 
microperimeters. Lack of visibility is usually the first stumbling block to achieving Zero 
Trust – you can’t secure what you can’t see. Gaining total visibility is the essential pre-
requisite to fully understanding application dependencies and traffic flows in order to 
define security policies to achieve secure and effectively managed microperimeters. 

Once visibility is achieved, security teams need segmentation capabilities that enable 
them to create microperimeters quickly and efficiently, and to establish and enforce 
security policies governing access to the assets residing within them. Traditionally, 
organizations have tried to implement network segmentation using conventional tools 
such as internal firewalls, VLANs and ACLs. Today, however, these approaches are 
proving to be too slow to adapt to changing business requirements and too complex to 
manage across dynamic, hybrid data center environments. 

Visibility and streamlined segmentation are core capabilities of the Guardicore Centra 
Security Platform, specifically designed to secure valuable assets in today’s dynamic, 
virtualized network environments, hybrid data centers and clouds. The solution 
enables deep, process-level visibility to find and identify all the applications and 
workloads running in the environment, as well as graphical dependency mapping that 
enables operators to understand the relationship among assets for the purposes of 
microperimeter grouping and policy creation.

Because the Guardicore Centra Security Platform provides real-time and historical 
visibility into all transactions captured by comprehensive logs, it offers the critical benefit 
of continuous validation. This eliminates guesswork and risk exposure.   

Having identified logical groups of assets, Guardicore enables rapid deployment and 
simplified  management of segmentation policies across dynamic environments. 
Software-defined segmentation offers a more agile approach for segmenting networks 
and isolating applications than internal firewalls and VLANs. This enables security teams 
to move to a Zero Trust posture more quickly and with less complexity for ongoing  
policy management.
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How Guardicore Aligns with Core Principles of a Zero Trust 
Network 

Forrester has identified five sequential steps to a Zero Trust Network.3 This tells 
organizations what they need to do, but it doesn’t answer the question of how to do it. 
Figure 1 illustrates how the Guardicore platform makes it possible to complete each step 
in the process. 

Steps to Zero Trust How Guardicore Helps

Identify Sensitive Data 
and Assets

Granular visibility simplifies the 
identification and classification of 
sensitive data and workloads.

Map the Flows of Your 
Sensitive Data

Creates a visual map of all flows to 
sensitive data, including classification of 
all assets and application dependencies.

Architect Your Zero 
Trust Microperimeters

Intuitive policy wizard enables rapid 
definition of any type of segmentation or 
micro-segmentation policy.

Continuously Monitor 
Your Zero Trust 
Ecosystem with Security 
Analytics

Real-time monitoring and analysis of 
security incidents, with SIEM integration, 
quickly identifies malicious activity.

Embrace Security 
Automation and 
Orchestration

Open REST APIs and existing 
integrationwith orchestration tool 
simplify automation in any complex 
environment.

3.  “Five Steps to a Zero Trust 
Network,” Forrester Research, 
October 1, 2018
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In addition to helping organizations achieve a Zero Trust Network posture, the Guardicore 
platform is closely aligned to the core Zero Trust principles in Forrester’s ZTX ecosystem 
framework. Specifically:

 Zero Trust Workloads: The Guardicore platform has a number of cloud-ready, 
highly scalable protection features that support Zero Trust security for critical 
workloads. With reputation-based detection, for example, Guardicore alerts 
operators to the presence of potential threats based on suspicious domain 
names, IP addresses and file names associated with known malicious activity. 
It leverages Guardicore’s vast network of attack sensors and deception 
engines, combined with regular threat intelligence feeds and the insights of 
our security analysts. 

Guardicore also incorporates File Integrity Monitoring or FIM, which is 
designed to alert operators to any unauthorized attempt to modify or delete 
the content of files. The platform further employs high-interaction deception 
decoys that actively seek out and engage with suspicious activity based 
on indicators such as blocked connection attempts. It then automatically 
redirects threats into a containment environment for observation, analysis and 
confirmation.

 Zero Trust People: Guardicore allows the definition of security policies around 
microperimeters based on user identity rules. That means the platform can 
effectively restrict or control user access, including third-party remote access, 
to specific applications. User identities are generated through orchestration 
with the organization’s Active Directory. Once the Active Directory 
orchestration is integrated, the administrator can create user groups that map 
to the  Active Directory groups. 

 Zero Trust Visibility and Analytics: Guardicore makes possible not only 
deep, granular visibility into critical IT assets, as noted earlier, but also a deep 
understanding of activity within the environment. Combining real-time analysis 
with contextual information, the platform surfaces anomalous behavior 
and live threats, enabling security analysts to direct defenses with greater 
precision. 

 Zero Trust Automation and Orchestration: Guardicore applies machine 
learning algorithms and artificial intelligence to automatically classify network 
and data center assets, and to recommend and apply segmentation and 
access control policies.

The platform also integrates with popular orchestration platforms, including 
AWS, vSphere, Kubernetes and Microsoft Azure. This provides key metadata 
for detailed information about assets, which helps speed asset classification 
during initial setup and for ongoing policy management.

Guardicore further allows flexibility in labeling that simplifies asset classification 
and the creation of segmentation policies. For example, assets can be 
categorized by role, application or environment, which is helpful when there 
are many assets of the same type. Administrators can quickly identify a specific 
asset based on its assigned labels. 

Finally, the Guardicore Centra platform is a fully capable REST API. This 
provides programmatic access to all the platform’s functionality, allowing for 
custom automation of non-standard integrations.
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The Fast Track to Zero Trust

Given the alarming number of reported data breaches in recent years, it is clear 
that simply trying to keep the bad guys out is an insufficient strategy for protecting 
today’s dynamic hybrid-cloud data centers and computing environments. 
Enterprises need to look at protecting their valuable digital assets from threats 
within their networks. As more organizations embrace the Zero Trust concept, they 
will need tools and technologies that enable them to implement the model quickly 
and efficiently, at a reasonable cost and to maximum effect. The Guardicore Centra 
Security Platform delivers the visibility and segmentation capabilities that are 
foundational to the Zero Trust model. It is also closely aligned with the core tenets 
of Forrester’s Zero Trust eXtended Ecosystem. And it offers security teams a single 
solution for executing all five steps recommended for best-practice Zero Trust 
implementation. It is, in short, the solution you can trust to fast-track your  
Zero Trust strategy.



About Guardicore

Guardicore is an innovator in data center and cloud security that 
protects your organization’s core assets using flexible, quickly 
deployed, and easy to understand micro-segmentation controls. 
Our solutions provide a simpler, faster way to guarantee persistent and 
consistent security - for any application, in any IT environment.

www.guardicore.com
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